
Endpoint Product Feature Comparison 
VIPRE ENDPOINT

DATASHEET | ENDPOINT PRODUCT FEATURE COMPARISON

Feature Endpoint Security Server Endpoint Security Cloud (ESC) Endpoint Detection & Response 
(EDR)

Early Blocking

DNS Protection ✔ ✔ ✔

Enhanced DNS Protection ✔ ✔ ✔

Web Access Control N/A ✔ ✔

Malicious URL Blocking ✔ ✔ ✔

Malicious Content Blocking ✔ ✔ ✔

Removable Device Control 
(e.g. USB) ✔ N/A N/A

Removable Device Encryption ✔ N/A N/A

Client Firewall ✔ ✔ ✔

Patch Management ✔ ✔ ✔

Vulnerability Management N/A ✔ ✔

Signature-based Detection ✔ ✔ ✔

Deep Scanning

Email Anti-Spam ✔ ✔ ✔

Email Anti-Phishing ✔ ✔ ✔

Email Anti-Malware ✔ ✔ ✔

File/Attachment Scanning ✔ ✔ ✔

On-Access Active Protection ✔ ✔ ✔

Pre-execution Behavior Analysis/
HIPS ✔ ✔ ✔

Malicious Traffic Detection (IDS) ✔ ✔ ✔

Browser Exploit Prevention 
(via PM/AAP) ✔ ✔ ✔

Application Exploit Prevention 
(via PM/AAP) ✔ ✔ ✔

Unprotected Device Discovery ✔ N/A N/A

The table below compares the features of all versions of 
VIPRE’s Endpoint Security product line.

VIPRE Security Group provides a range of endpoint security products configured such that you can choose the 
right product for your environment, based on your management preferences, security posture, and risk profile. 

This table provides a summary of which features each product has to aid in your selection.



DATASHEET | ENDPOINT PRODUCT FEATURE COMPARISON

Feature Endpoint Security Server Endpoint Security Cloud (ESC) Endpoint Detection & Response 
(EDR)

Active Threat Hunting

Runtime  Behavior Analysis/HIPS ✔ ✔ ✔

Advanced Active Protection 
(ML Behavior Analysis) ✔ ✔ ✔

Runtime Script Analysis ✔ ✔ ✔

Ransomware and Zero-day 
Detection ✔ ✔ ✔

Advanced Ransomware Protection N/A N/A ✔

Low CPU and Memory Usage ✔ ✔ ✔

Containment

Process Blocking ✔ ✔ ✔

File Quarantine ✔ ✔ ✔

Device Isolation N/A N/A ✔

Investigate and Remove

Automated Malware Removal/
Quarantine ✔ ✔ ✔

False Positive Exclusion ✔ ✔ ✔

Custom Malware Analysis ✔ ✔ ✔

Custom Malware Removal ✔ ✔ ✔

Forensic File Sandbox N/A N/A ✔

Forensic URL Sandbox N/A N/A ✔

Incident Management N/A N/A ✔

Event Analysis N/A N/A ✔

MITRE ATT&CK Mappings N/A N/A ✔

Root Cause Analysis N/A N/A ✔

Raw Event Telemetry N/A N/A ✔

Remediation

Remote Endpoint Management 
Shell N/A N/A ✔

Custom Remediation ✔ ✔ ✔

Ransomware Recovery N/A N/A COMING SOON!

Management

Centralized Policy Management ✔ ✔ ✔

On-premise Management Server ✔ N/A N/A

Cloud-based Roaming Support ✔ ✔ ✔

Intuitive Cloud-based Console N/A ✔ ✔

Web-based Responsive Console N/A ✔ ✔
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Feature Endpoint Security Server Endpoint Security Cloud (ESC) Endpoint Detection & Response 
(EDR)

Other Features

Management Reporting ✔ ✔ ✔

Two-factor authentication N/A ✔ ✔

Partner Features 
(via VIPRE Site Manager)

Multi-site capable ✔ ✔ ✔

Multi-tenancy N/A ✔ ✔

Self-service Tenant Creation N/A ✔ ✔

SSO to Tenant Sites N/A ✔ ✔

Shared Policies N/A ✔ ✔

Whether you choose one of our Cloud-hosted products or our on premise self-hosted Server 
product, you will receive the very best in endpoint protection.  

 
Our flagship Endpoint Detection & Response product is designed for organizations with larger, more 

mature security teams, whereas Endpoint Security Cloud is best suited for comprehensive protection 
with a minimum of fuss. Customers with specific requirements such as air-gapped networks may wish to 
consider our Endpoint Security Server product. If in doubt, consult with one of our qualified partners or 

contact VIPRE directly to find out the product that is right for you.
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