\/ VIPRE

SECURITY GROUP

Next Gen Endpoint Security
Made Simple

VIPRE Endpoint Security Cloud gives you top-rated

malware protection at the best value in the industry.

This next-generation antivirus solution uses cutting-edge
machine learning, one of the world’s largest threat
intelligence clouds, and real-time behavior analysis to
protect millions of users every day from the top online
threats including ransomware, zero-day attacks, phishing,
exploit kits, mobile threats and other malware that can
evade traditional antivirus regardless of how attackers try

to compromise your environment.

The solution features:

 Top-rated malware, ransomware, virus, phishing,
and spam endpoint protection.

Malicious website and web content blocking.

Advanced firewall, device control, and patch
management for the endpoint.

« Fast and easy service-based deployment and
management with minimal system impact.

Highest-rated, free U.S.-based support including
free clean up of any existing infections.

Simple flat-rate pricing that does not require
constant monitoring for compliance.
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“Anyone familiar with that type of virus

understands the potential damage it can
cause to an organisation. When our
employee double-clicked on the
cryptolocker file, VIPRE vaporised

it instantly.”

Many businesses are stuck with the default malware
protection built into Windows/Mac OS or bought an
expensive, difficult to use legacy AV solution some time
ago. These legacy solutions do a poor job detecting
threats, generate too much noise, and cause too much
drag on your endpoints - all while costing too much.
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Malware Detection - VIPRE Endpoint Cloud leverages a
pipeline of powerful malware analysis engines that use a
variety of techniques—from signature-based rules to
machine-learning behavioral detection—to detect even the

latest malware, viruses, ransomware, and so on.

Multi-vector Protection - VIPRE Endpoint Cloud protects
the most common vectors by which attackers target your
organization, and has optional modules to cover the rest:
you will be protected even if you have systems that you

can’t deploy agents to.

Network Protection - A firewall, IDS, and browser plugins
are included to provide multi-protocol detection of known
malicious websites, malicious content, and to block targeted

network exploits.

DNS Protection - DNS traffic is intercepted and inspected to
prevent early access to malicious domains, with the user
re-directed to clear explanations of why access is blocked.

Patch Management / Vulnerability Management - Scan
for apps installed on your endpoints, identify any out-of-date
and/or vulnerable apps, and then automatically patch those

apps to close those vulnerabilities.

Competitive Antivirus Removal Tool - Half the reason
you’ve been dragging your feet in deploying a more
advanced solution is that you know how painful it will be
to uninstall your current solution and then deploy a new
one. VIPRE Security Cloud includes an automated
uninstall/reinstall utility that will cleanly remove most
other vendors’ products before deploying VIPRE’s
endpoint solution. Deploy quickly and efficiently

with VIPRE.

VIPRE’s Endpoint solutions routinely rank at the top of
independent testing in terms of malware protection,
low false positive rates, and low performance impact.

With a focus on SMBs and SMEs, VIPRE’s Endpoint
solutions achieve lower TCO via a reasonable price,
low management and maintenance costs, and
reduced incident response costs to customers of
all sizes. VIPRE reduces complexity, staffing
requirements, and time to resolution.

VIPRE’s products are extremely easy and intuitive to
use, so can spend your time reading the manuals for

one of your other security solutions. Don’t take our
word for it - ask for a product demo and we know you
will be impressed.

Access to our award-winning, highly-qualified global
tech support team with a consistent 90+ CSAT rating
— you won'’t get lost in a big company’s phone tree or
support backlog. And if you do run into a malicious
attack, we provide free remediation assistance to get
you back on your feet.

VIPRE has been in business for 25+ years and were
first to market with anti-spyware and forensic
sandbox solutions.

About VIPRE

VIPRE is a leading provider of internet security solutions purpose-built to protect businesses,
solution providers, and home users from costly and malicious cyber threats.

Our award-winning software portfolio includes comprehensive endpoint, email and web security, plus threat intelligence

for real-time malware analysis, delivering unmatched protection against today’s most aggressive online threats.
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