b vision

Networking and Port-forwarding Guide

Connecting the DVR/NVR/IP camera to the network for remote viewing

Did you know we can do this for you remotely? For a small charge, one of our qualified after sales technicians can set up
your router and one device for £25.00 + VAT per device. Please note PC/Mac/Mobile device would equal 3 devices.
If you would like to purchase this service please contact our sales team on 0844 947 3000
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Network Terminologies guide
This is a basic network guide which covers the main networking terms and basics of what is usually
required to successfully set up a DVR/NVR or an IP camera to work over your network. If you’re
familiar with the basics of networking please refer to page 8 for port-forwarding.
This guide will cover the following terms:

e Clients

e LAN

o |IP Addresses

e Dynamic IP address and DHCP
e Static IP address

e Subnet mask

o Default gateway

o Local IP address

e Ports

e Routers and switches

Clients — In networking this term means an object which will communicate using certain protocols
with other clients on the network. These clients range from computers, DVRs, NVRs, IP cameras,
tablets and smart phones.

LAN - A Local Area Network is a combination of clients which communicate between each other in
the same network (i.e. the same building) using a communication protocol such as TCP/IP.

IP addresses — These are required for clients on the network, they must all be unique; a typical
example is 192.168.0.100. If there are 2 clients using the same IP address this will cause a conflict.
If there is a conflict both IP addresses will be unusable.

Static IP address — A static IP is the best option to use when setting up multiple IP clients; once the
IP address is set to static it won’t change.

DHCP — The DHCP setting is used for the client to automatically be configured/assigned an
available IP address on your network. Using DHCP with your CCTV equipment is not advised as the
IP address will be random and keep changing over time meaning that port forwarding will then not
work.

Subnet mask — The most common subnet mask is 255.255.255.0. You need to be aware of this as in
all clients a subnet mask is required, although it will usually always be 255.255.255.0.

Default gateway — This is another word for router or the main client which routes all the data on
your network. A typical IP address for a gateway is 192.168.1.1 or 192.168.0.1.

Local IP address: These are the addresses that only function within the network of your gateway;
each client will have its own unique IP address on the network.

Ports: - Ports range from 1-65535. A default port is 80 and this is the default port which is used in
the examples in this guide.

Router — This is a piece of hardware which routes all the data between all the clients connected to
it. Routers can also provide an internet connection to all clients connected to it. All modern routers
have security features added for protection and restrictions which can be set on your network.
Switches — This is a lesser version of a router. Switches are designed just to route the traffic
between the clients that are connected to the switch. Multiple switches can be used on the same
network.
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Using command prompt

Configuring clients

In this example we will set up an Xvision DVR to the local network. The following is used in this
example: DVR, Windows PC/Desktop, Router, and 2 Ethernet patch cables.

1. Attach the Ethernet patch cable to the DVR and the other end to your router
Attach the 2" Ethernet patch cable to your computer and the other end to the same router.

IH\
3. On your keyboard press the windows key - =i x|

and the letter R tOgether = Type the name of a program, folder, document, or Internet
. . . d Wind il itf :
4. The run bar will appear, as shown in the image to feonres snd Hindows it open Horyen
the right. Open: | =l

¥ This task will be created with administrative privileges.

5. Type: CMD and press the enter key on the
keyboard. The command prompt will appear as ok | Concel | Browse... |
shown below:

@B Administrator: C:AWindows\system32\CMD.exe ] P9

t Windows [Version 6.1.76611
t {c) 2002 Microsoft Corporation. A1l rights reserved.

oris t.

6. Type in the following command: ipconfig and press the enter

C:~Users~Boris tr*ipconfig
key on the keyboard.

7. After typing in the above command the details below will appear. Please note your details may vary:

= Administrater: C:\Windows\system32\cmd.exe _ 1o x|
Microsoft Windows [Version 6.1.76811
Copyright (c» 2009 Microseft Corperation. A1l rights reserved.

8. Take note of what the default gateway and o s o5 tommat e
subnet mask is under the Ethernet adapter. In this | EEREEEEEEE

example the default gateway is 192.168.0.1 (it schernet adaptor Local firea Comnection 4:

may be different for other users) and subnet mask 4 Radrace. - AT i
A Default Gateway . . :192.168.8.1

is 255.255.255.0. [Ethernet adapter Local Area Connection 2:

Hedia State : Media disconnected
Connection—specific DNS Suffix . =

Tunnel adapter isatap.{E1DBB8SF-6EDZ2-4A73-A178—-84BCE29E43D62 =

9. Next we need to find an available IP address on Media State . - . o« o . ..
the network. In the picture to the right IPv4 shows —_—
an IP address of 192.168.0.150. This address is the IP address of the computer which is used in the example.
This means that the gateway is using the IP address of 192.168.0.1 and the computer is using the IP address
of 192.168.0.150. This also means we can’t use these two addresses because they are in use.

. & Media disconnected

10. In the command prompt type in “ping” and press the space bar then enter an IP address within the range of
you network (i.e. 192.168.0.X or 192.168.1.X), then press enter. So for example ping 192.168.0.50,
You can pick any number between 192.168.X.2 and 192.168.X.254.

C:sUserssBoris t>ping 192.168.8.58_
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11.

12.

If the IP address is free a message will display with Destination host unreachable as shown in the picture
below:

C:~UserssBoris trping 192.168.8.58

w
stination host unreachahle.
Reply from 192.1 stination host unreachabhle.

If the IP address is in use there will be a reply from that IP address. The example below shows a reply when |
try doing the ping command with the routers (gateway) IP address. | used the following command: ping
192.168.0.1.

C:sUserssBoris t>ping 192.168.8.1
Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1: bytes=32 time{ims TTL=254
Reply from 192.168.8.1: bytes=32 time{ims TTL=254
Reply from 192.168.8.1: bytes=32 time{ims TTL=254
Reply from 192.168.8.1: bytes=32 time<ims TTL=254

Device setup

Configuring and accessing the device on the network

13.

14.

15.

Now that there is a known free IP address it can be given to the
DVR/NVR/IP Camera. In this example we are using our own Xvision
X16D1H. Please refer to your device’s manual for where to find the
network menu.

Sterfie 1P ~
DHECP
The first step is to choose Static IP: STaticll
PrPeE
BiG]
Enter the available IP address which was found through command prompt earlier. Fill in the information
which came up on the command prompt in the earlier example for the subnet mask and default gateway.
The example below Netwerk S
ShOWS: Connected to:
IP address:
192.168.0.50 =z
Sulbnat Mesiks
Subnet mask: Sareways
255.255.255.0
Gateway: 192.168.0.1
DNS: 192.168.0.1 ] s Lo

~ Enabls
[Perks




16. Press OK and exit out of all the menus so you can only see the
cameras, we recommend to reboot the DVR/NVR/IP Camera
after changing these settings. Once the unit has rebooted, ping
the device’s IP address on the command prompt again to see if
there is a reply (The picture to the right shows a reply from the ] :
IP address 192.168.0.50): il o SRR s 5 i HiH

€Bx lossd,

[Pinging 192.168.0.

=254
=254
TTL=254
TTL=254

u dat.
Reply from 192.168.8.1: TTL:
com 192.168.0.1: s TTL

Lo <@z loss>.
illi-seconds:
Average = Bns

C:\Users\Boris t>ping 192.168.8
Pinging 192.168.8.58 with 32 hy; £ data
i68. byt

tine<ims ITL-64
tine<ims TTL=g4

Lo
Approximal dip i i i-seconds
Hinimun Average = Bms

17. If there is a reply the device can now be accessed on the web browser. Open Internet Explorer and type in
your IP address in the address bar and press enter on the keyboard. The correct way to type the address is
(see below): http://192.168.0.50

|2 http://192.168.0.50 L~
18. The picture below will appear for this particular device Windows Security X|
when accessed on Internet EXp|OI’eI’. Enter the device’s The server 192.168.0.50 at DVR requires a username and password,
|0g in details and press OK. Please note the |0g In screen Warning: This server is requesting that your username and password be
may |OOk different When USing your dEVice Please refer sent in an insecure manner (basic authentication without a secure

connection).

to your device’s manual to compare and for default user
name and password.

19. After logging in successfully into the device all the
connected/added cameras will be seen in Internet |—|OK
Explorer.

ActiveX Controls and Plug-ins

When viewing your DVR/NVR/IP Cameras through Internet Explorer you may find that the web page loads up but
there is no video image. If this is the case you will need to ensure that your ActiveX controls and plug-ins for the
device are enabled:

1. Open up Internet options, this can either be done from Control Panel on your PC or through Internet Explorers

settings as shown below. (5]

YA -
Print 3
File 3
Zoom {100%:) 3
Safety 3

Add site to Start menu

View downloads Cirl+3]
Manage add-ons

F12 developer tools

Go to pinned sites

Internet options

About Internet Explorer

5


http://192.168.0.50/

"I - =

CCTV

Internet Options

21|

Home page
l/? To create home page tabs, type each address on its own line,
n
o |2

[
[

Use current Use default Use new tab |

Startup

2. Once open select the Security tab from the
top of the page.

£ Stark with babs From the last session

{% | Stark with home page

Tabs
Change how webpages are displayed in tabs. Tabs |
Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

W Delete browsing history on exit

Delete... | Settings |

Appearance

Colors | Languages | Fonts | Accessibility |

0K I Cancel | Apply |

‘General Security |Privaq' I Contentl Connections I Programs I Advanoedl

Select a zone to view or change security settings.

@ & v O

Internet  Local intranet QIEacblid — Restricted

In the security tab you will be given the options for sites

Internet, Local Intranet and Trusted Sites. Select Trusted sites P |
. . . o This zone contains websites that you

Trusted Sites and then click on the Sites button j trust not o damage your computer or

below. your files,

You have websites in this zone,

rSecurity level for this zone
Allowed levels for this zone: All
- - Low

- - - Minimal safeguards and warning prompts are provided

B B - Most content is downloaded and run without prompts
_ - All active content can run

Nl - Appropriate for sites that you absolutely trust

[~ Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level |

Reset all zones to default level |

-ﬁl Some settings are managed by your system administrator.

oK I Cancel | Apply I




"I-.-

CCTV

Trusted sites x|

f You can add and remove websites from this zone. All websites in

. . " . e L. this zone will use the zone's security settings.
4. First, click on “Require sever verification (https:) SRR

for all sites in this zone” so that it is not ticked,
as shown in the image below. Once done you Add this website to the zone:

can type the IP address of your DVR/NVR/IP | http://173.194.34.127

Camera into the text box at the top and then _
Websites:

click Add.
ﬂ Remove |

[

™ Require server verification {(htips:) for all sites in this zone

Close |

5. On the next page scroll down to the heading shown below, “ActiveX controls and plug-ins”. There will be around 12

items listed with the [#] ActiveX icon, ensure that ALL of these items are either set to Enable or Prompt. Please note
that some will have Enable marked as not secure, it is best to ensure that items like this are set to Prompt.

Security Settings - Trusted Sites Zone |

~Settings

|#| ActiveX controls and plug-ins ;l
| @] Allow ActiveX Filtering
{*) Disable
(O Enable J

|¢| Allow previously unused ActiveX controls to run without prom

(O Disable
As you can see in the example to the right, “Allow @) Enable
ActiveX Filtering” is set to Disable so this would need to e Aouc"gsiiﬂm
be set to Enable, once complete press Ok and then &) Enable
{3 Prompt
|¢| Automatic prompting for ActiveX controls
{) Disable
(%} Enable
|#| Binary and script behaviors
M Adminiztrator annroed hal
. ool

*Takes effect after you restart your computer

refresh the connection to your device.

—Reset custom settings

Reset to: IMedium (default) =] Reset.., |
oK I Cancel |
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Accessing device

Port-forwarding guide
Step 1.
Connect the DVR/NVR/IP camera to your router via an Ethernet cable.

Step 2.
Enter the DVR/NVR/IP Camera network menu; please refer to the device’s manual on how to do so.

Step 3.
Set the DVR/NVR/IP Cameras IP address to static IP, this will stop the IP address from changing. Below is our
Xvision model X16D1H. In the top right corner static IP address is set.

You may need to manually enter the IP address and gateway if the default one is not correct. Please refer to
page 2 of this guide if you are unsure of the definitions above and page 3 to find out how to find the
gateway and set up an IP addresses.

Connected to:

(8
Sulbnet Masks
[Gatenay]

~ Enakla
[Peiris

Step 4.

Make note of the IP address your DVR is using locally and make a note of the http port (this will usually be
port 80 by default). Please refer to page 4 on how to find an available IP address for your device. In the
example above the IP address is 192.168.1.58 and the port is 80. Because we know what IP address and port
number to use we can now configure the router so that this device can have remote access.

Step 5.
Go to http://www.portforward.com



http://www.portforward.com/

Step 6.
On the left hand side there will be many options to choose from. Under guides click
on Port forwarding as shown on the right.

Home
Step 7. Routers
Th below will Click on the brand of Y d e
e page below will appear. Click on the brand of your router. You may need to Screenshot Database
scroll down the page to find the brand of your router. Router Passwords
Request New Router
Double Router Forwarding
Ports
J/ & Router Port Forwarding 6. x ("] Tech DrayTek Vigor2820 & Y[ Open Port Check Tool- x Port List
€ - € [ [ portforward.com/english/routers/port_forwarding/routerindexhtm N B PRI« Xs) Poris By Publisher

ﬁ Home > Routers Your extemal P is [ ] 2 Request New Application
PORIZEORWARD

Port Forwarding

Home
Routers

Port Forwarding Guides How to Port Forward Your Router

Screenshot Database
Router Passwords N _ « Choaose your router
Oick here to Automatically . choose your program

Request New Router
Double Router Forwarding 4 -
Ports Forward Ports with PFConfig  + Update router with one click
Port List «That'sit
Ports By Publisher
Request New Application This is an index of port forwarding guides listed by router manufacturer.
““'g';,,wwm, Use these guides to help you leam how to forward ports for well known applications such as uTorrent
Port Forwarding, and Minecraft, as well as any other application or program you would like.
Double Router Forwarding
Firewall Setup
‘WiFi Network Setup
Static IP A|B|C|DIE|F|G|H|IIJIKILIMIN
Game Walkthroughs OIPIQIRISITIUIVIWIX|Z
Get Paid To Play Games
Portforward Minecraft A
Utorrent Help 100Fio Networks Allied Data
Windows 8 Overview 1nett Allied Telesyn
Software 2wire AllNet
PEConfig 3com Alpha
PF Static IP ALink Ambit
PF Port Checker Above Cable Amped Wireless
Double Router Detector Accton Ansel
Screenshot Grabber Acer Aolynk
Support ACorp AOpen
How To Add A New Router Actiontec AP Router
PFConfig Support Adaptec Apple
Contact Us ADDON Arris
Feriss Advantek Articonet =

= i - Varding
Firewall Setup
WiFi Network Setup

Start by selecting your router manufacturer from the list below.

Step 8.
An advert will appear, click the close button as shown below. This will close the advert and you can continue.

Close [x]

¢ You're done!

Get PFConfig for only $29.95 i

oy , PayPal
PFConfig is 100% Guaranteed or your money back! Clck har 0 buy

El=EE
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Step 9.
Once the advert is closed all the

models will be available to select.

Select the model of your router
from this list. You may need to
contact your ISP if you do not
know what model you have.

Step 10.

CCTV

W Home = Routers > Draytek You
PORINEFORWARD

= ¥

Home
Routers
Port Forwarding Guides
Screenshot Database
RouterPasswords
Request New Router
Double Router Forwarding
Ports
Port List
Ports By Publisher
Request New Application
Guides
General Networking
Port Forwarding
Double Router Forwarding
Firewall Setup
WiFi Network Setup

Draytek Router Port Forwarding Guides

These are our port forwarding guides for the Draytek router routers.

v

v
Viger-2700V Vigor2500V
Viger-2800G Vigor2600WE
Vigor-2900V Vigor2910
Viger2130n Vigor2930
Vigor2200E Vigor_2130
Vigor2500 Vigor_2930n

The page below will appear once the model is clicked on. Click on Default Guide as shown below in the red
box. This will now give you the tutorial for the specified router model.

= ¥

Home.
Routers

Home > Routers » Draytek > Vigor-2800G

Your extemal IP is: 46.65.65.113

Port Forvaxding Guides Port forwarding the Draytek Vigor-2800G

Screenshot Database

Router Passwords router.

Request New Router
Double Router Forwarding
Ports
Port List

Welcome to our guide list for the Draytek Vigor-2800G. Please select the program you are
forwarding ports for from the list below

Ports By Publisher If you do not feel like figuring out how to forward ports manually, we have a simple seftware solution

Request New Application

called PFConfig that can forward your ports for you automatically. We offer complete support for our

[ product and will help you get your ports forwarded.

General Networking

Port Forwarding If you do not see the program you are forwarding ports for, be sure to visit pur Default Guide fdr this

Double Router Forwarding router

Firewall Setup

WiFi Network Setup
StaticIP

Game Walkthroughs

AIBIC|DIE|F|G|H|I|JKILIMIN
OIP|QIRISITIUIVIWIXYIZ

Get Paid To Play Games
Postforward Minecraft

1AVStreamer

Utorrent Help 1st SMTP Server

Double Router Detector
Screenshot Grabber

3dn-A-Bed
3CX

TLinks PX-3615675
A Valley Without Wind
ABC

Access Remote PC
Ace of Spades

S Act of War - Direct Action

How To Add A New Router
PFConfig Support
Contact Us

Forum

Step 11.

Action PC Football 2006
Action PC Football 2010
W

Amplitude

Anarchy Online BETA
Apache

APB

Apple Remote Desktop
Apprentice

Arcanum

Arcanum Won.net
Ares

Armored Fist 3

Army of Two 360
Army of Two PS3
Asante Voyager Il

Asante \invanar Smarthat

The guide will take you through all the necessary steps on your router to set up port forwarding. You will
need to add your local IP address and port number of the device you want to access remotely. If unsure how
to find the devices IP address, please refer to page 6 of this manual or the device’s manual.

If your device uses multiple ports (i.e. a http port and a server port) you will need to set up port forwarding

for all of these ports.

Please also note that when setting up port forwarding your router may ask to specify to use TCP or UDP, you

will need to select both.

10



Checking Ports

Step 12.
Once done, go to http://www.canyouseeme.org to check that the port forwarding is working correctly.

Step 13.

To use this website you just need to enter the port Your IP; _

that was forwarded into the text box labelled “What What Port? 80

Port?” You can then click Check Your Port and the Check Your Port

service will test your port forwarding and confirm if it Success: I can see vour service ondii NN on
is working on your router. If the port is configured and ~ port ( 80)

opened correctly then you will get the image to the Your ISP is not blocking port 80

right from the canyouseeme.org service.

If there is a problem or configuration is not done correctly then an error will appear. We recommend to first
restart your device and router if this happens. Alternatively you can call your Internet Service Provider (ISP)
and see if they can check the ports.

Please note that this website also displays your external IP address. This external IP address will be used to
access your CCTV devices remotely when all the port-forwarding is finished. This external IP address can’t be
changed. An example of an external IP address (173.194.34.67).

Please be aware that your external IP address may change as your ISP will usually give you a dynamic
address. You will need to check with your ISP to see if they can offer you a static IP. If they do not offer a
static IP service you can obtain a DDNS name from a DNS service such as http://www.no-ip.com/.

With this service you create a host, for example, myhomecctv. Because this is a no-ip service the host will
end with a domain such as no-ip.biz at the end of the address. For example the full hostname will be:
http://myhomecctv.no-ip.biz.

So instead of typing in your external IP address (example http://173.194.34.67) you can just type

http://myhomecctv.no-ip.biz in the Internet explorer address bar instead. This DDNS service will always

refresh your external IP address (because if it’s dynamic it will keep changing) so it can be used on the
chosen host name.

Some of our DVR’s support their own built in DDNS feature, please check the support section on
http://www.y3k.com or the DVR/NVR/IP camera manual for more information on this.

Please note that only products purchased from Y3K are supported. We can support our DVR/NVR/IP cameras
but if you have any issues with ports, you may be required to contact your ISP for technical support.
Did you know we can do this for you remotely? For a small charge, one of our qualified after sales technicians can setup your
router and one device for £25.00 + VAT per device. Please note PC/Mac/Mobile device would equal 3 devices.
If you would like to purchase this service please contact our sales team on 0844 947 3000
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http://www.canyouseeme.org/
http://www.no-ip.com/
http://myhomecctv.no-ip.biz/
http://173.194.34.67/
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