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Web Security     

Download Reputation     

Web Control / Category-based URL Blocking     

Peripheral Control (e.g. USB)     

Application Control     

Client Firewall  
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Deep Learning malware detection  

Anti-Malware File Scanning     

Live Protection     

Pre-execution Behavior Analysis (HIPS)     

Potentially Unwanted Application (PUA) Blocking     

Patch Assessment 

Data Loss Prevention    

Exploit Prevention   
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Runtime Behavior Analysis (HIPS)     

Malicious Traffic Detection (MTD)    

Active Adversary Mitigations  

Ransomware File Protection (CryptoGuard)   

Disk and Boot Record Protection (WipeGuard)  

Man-in-the-Browser Protection (Safe Browsing)   
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Automated Malware Removal     

Synchronized Security Heartbeat   

Root Cause Analysis  

Sophos Clean   

Endpoint Detection & Response (EDR) 
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